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1 Abstract

In collaboration with Filpal (M) Sdn Bhd, this project addresses the critical security
risks posed by USB devices, such as data breaches, malware propagation, and
unauthorized access. The project focuses on the development of a USB Whitelisting
Application designed to enhance endpoint security by allowing only authorized USB
devices to connect to a system while blocking all others.

The application is developed using C# and implements a robust whitelisting

mechanism that identifies USB devices using their unique Vendor ID and Product ID.
It features a real-time monitoring system that verifies connected devices against a
predefined whitelist, ensuring compliance with security policies. The project includes
an intuitive Windows Forms interface for user-friendly operation and an
administrative panel for managing whitelist policies, viewing logs, and generating
reports.

The application’s backend logic is implemented in C#, ensuring seamless integration
with Windows operating systems and providing scalable solutions for small to large
enterprises. This project not only strengthens Filpal’s cybersecurity framework but
also offers a practical solution for organizations seeking to mitigate USB-related
security risks.

Testing and evaluation demonstrate the application’s effectiveness in preventing
unauthorized USB access while maintaining ease of use for approved devices. This
collaborative effort contributes to the field of cybersecurity by providing a reliable tool
for USB device management, with potential applications in corporate, educational,
and government environments.
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